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Connecting weld, paint, and torque data across mixed PLC brands, and running
your own quality models next to SCADA
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It is second shift, and final assembly has a seat-bolt station throwing intermittent NOKs. The repair
loop is filling up. Quality wants to know whether any of the rundowns that passed this week looked like
the ones that failed, and the only person who can pull curves off the nutrunner controller is on days.
Meanwhile the body shop is chasing spatter on one framing station, the tip dress counter on that gun
was set by feel three model years ago, and the paint shop has a run of craters on hoods that started
sometime after the booth air house was serviced. Three shops, three PLC brands, three sets of
screens, and nobody can lay the weld data, the booth data, and the torque data for one VIN side by
side without a week of spreadsheet work.

That gap is expensive. Siemens’ 2024 survey of downtime put the cost of a lost hour at a large
automotive plant at $2.3 million, more than $600 a second, double its 2019 figure [1]. Warranty is the
slower bill: automakers worldwide paid $57.9 billion in warranty claims in 2024, about 2.2% of vehicle
sales revenue [2]. Some of that traces straight back to the line. In 2019 FCA recalled 253 Jeep
Cherokees because a front passenger seat fastener might not have been torqued to spec; the root
cause named an untrained operator, a tool tether that allowed out-of-station work, and a fastener tool
with limited torque documentation [5]. In 2023 Mack recalled 395 medium and heavy-duty vehicles
because the tool tightening steering gear fasteners was improperly calibrated [6]. Both trace back to
the tightening tool and the records kept about it.

This paper is for the controls engineers, manufacturing engineers, and maintenance leads who own
those controllers. It lays out what to connect in body, paint, and final, how to move that data without
opening the plant network, how to run your own quality and torque models on the same edge hardware
that carries the SCADA, and where these projects usually go wrong. Most of the first steps need no
new platform at all.
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What the line is carrying

$2.3M 27 h $57.9B 60%

Cost of one hour Warranty claims Upper expulsion
of downtime at an Irhocf;tﬁegl?lsg;tg?; paid by automakers rate seen in BIW
au_tomotlve plant (Sieméns 2024) worldwide in 2024 welding (Metals,
(Siemens, 2024) : (Warranty Week) 2024)

Figure 1. Downtime, warranty, and weld-quality figures from the Siemens True Cost of Downtime 2024 report
[1], the Warranty Week worldwide auto warranty report [2], and Stavropoulos and Sabatakakis in Metals,
2024 [4].

A self-check for your plant

Try to answer these about your own site today, without asking anyone to run a report.

1. For a VIN that left the plant last Tuesday, can you pull the torque and angle result for every safety-
critical joint, the weld schedule results for its body, and the booth temperature and humidity when it
was painted, within an hour?

2. Do you know the tip dress interval on each weld gun, and was it set from electrode wear data or

from experience?

3. When a nutrunner passes a rundown as OK, does anyone look at the shape of the curve, or only at
the final torque and angle window?

4. How many PLC and controller brands are in your body, paint, and final shops, and how many
different engineering tools does it take to read them all?

5. What did your last hour of unplanned downtime in each shop cost, and who in the building knows
that number?

6. If a ransomware event hit the plant’s business network tomorrow, which production cells would stop
because they depend on it?

7. Which error-proofing devices are allowed to be bypassed, who approved it, and where is

that recorded?

If more than two of these took a phone call to answer, the plant has the data and lacks the connection.

What actually needs to be connected

Every shop already measures most of what matters. The work is getting those signals out of the
controllers that own them, tagging them with the VIN or body ID, and keeping them long enough to
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answer questions.

Body-in-white

A car body carries roughly 3,000 spot welds for a small passenger car and up to 9,500 for a van [3].
Each weld controller knows the current, voltage, weld time, and force it delivered, and many record
electrode displacement. Mathiszik and colleagues showed that electrode length change is visible in the
ordinary process data the controller already records, which makes it usable as an inline wear signal
without extra sensors [3]. Their survey of practice found that tip dress timing is still mostly set from
experience instead of process data [3].

Expulsion is the other body shop signal worth chasing. A 2024 review of spot weld quality assurance
in Metals reported expulsion occurrence of up to 60% in body-in-white production, because lines run
close to the expulsion limit to get larger nuggets, and expelled metal has to be cleaned off before the
body goes to paint [4]. The same review notes that most weld quality checks remain offline or
destructive, run on samples, and that welds made with identical parameters can still differ because of
electrode wear, coating, and fit-up [4].

Paint

The paint shop is the largest energy user in vehicle manufacturing, about 36% by one review [12], and
its quality depends on conditions the booth and oven PLCs already control: booth air temperature and
humidity, downdraft velocity, bell speed, shaping air, high voltage, paint flow, and oven zone
temperatures and dwell. The same review describes an e-coat around 20 pum thick, primer cured at
about 140 °C for 30 minutes, and topcoat at about 125 °C for 30 to 40 minutes, with booths held near
room temperature and air velocity below 1 m/s [12]. Foreign material is the most common automotive
coating defect according to the American Coatings Association’s CoatingsTech, followed by surface-
tension defects such as craters, gravity defects such as sags, and solvent popping [13]. Most of
those have a cause somewhere in the air house, the oven, or the applicator, and the PLCs record it
every second.

Final assembly

DC nutrunner controllers record torque, angle, and status for every rundown, and most can export the
full torque-angle curve. On controllers that speak Atlas Copco’s Open Protocol, the “last tightening
result” message carries the VIN, torque and angle status, a tightening ID, a timestamp, and the tool
serial number [10]. Angle monitoring catches what final torque alone can miss: cross-threaded or
damaged fasteners, missing washers, cables trapped under a screw head, and re-hits [9].

VDI/VDE 2862 sets the expectations by joint category. Category A joints are those whose failure can
endanger life and limb; Category B joints are those whose failure stops the vehicle; Category C covers
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the rest [8]. For Category A, the guideline calls for a control variable and a monitoring variable,
typically torque and angle, with full tightening data documented and tied to the component [7][8]. Atlas
Copco’s guidance on the standard makes the practical point: when results are stored per component, a
plant can find the first screw that went wrong and size the batch that needs rework [7].
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Where each signal lives

SIGNAL

Weld current, voltage,
time, force

Electrode displacement,
weld count since dress

Spatter and expulsion flags
Clamp and station states,
cycle time

Booth temperature,
humidity, downdraft

Bell speed, shaping air,
voltage, flow

Oven zone temperatures,
conveyor speed

Torque, angle, status, full
curve

Error-proofing device state
and bypass

Andon calls, line stops,
takt

VIN by position
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SOURCE

Weld controller

Weld controller,
robot controller

Weld controller

Body shop PLCs

Air house and booth
PLCs

Applicator controls

Oven PLC

Nutrunner

controllers

Station PLCs

Line PLC, andon

system

Build schedule, AVI
readers

WHY IT MATTERS

Nugget quality and expulsion,
per weld and per gun

Measured wear for tip dress
timing and cap change

Cleaning load before paint; early
sign of fit-up or cap trouble

Fit-up problems and constraint
stations

Dirt, solvent pop, orange peel,
sags

Film build and transfer efficiency

Cure window per body

Joint quality per VIN, Category A

documentation

Proof the device worked at shift
start; record of bypasses

Minutes lost and where

The key that ties everything
above to one vehicle
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SOURCES TO CONNECT

Every shop speaks a different protocol

Weld controllers

per-weld current,
force

Build schedule Robot controllers

faults, tip dress

VIN by position counts

Andon & line PLC Shop edge node Body PLCs

station states,
stops, calls, takt PLCs keep running clamps

cl;\:,ur:tr#orhr;er; Booth & oven PLCs
torque, angle, curve temp, RH, airflow
Applicator controls
flow, voltage,
shaping air

Figure 2. The controllers and systems that hold the signals above, connected through one edge node per shop
while each PLC keeps running its existing program.

On EmberNet. An EmberNode goes in front of the existing body, paint, or
final controllers and microsegments them. The PLCs keep running
unchanged; the node reads their tags, which is integration work on each
controller's data, and gives the plant one place to collect weld, paint,

and torque data regardless of brand. Connectors are not limited to one
vendor's protocol.

A reference architecture

The architecture that holds up in an automotive plant has five layers, and the rule that keeps it safe is
simple: data flows up, and control stays with the cell.

1. Equipment. Weld controllers, robots, booth and oven PLCs, applicator controls, nutrunner
controllers, and the line PLC, all running their current programs.
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2. A shop edge node. One industrial PC per shop or per zone, on the cell side of the plant network,
reading tags from each controller, timestamping and tagging every record with VIN or body ID, and
buffering locally when the upstream network is down.

3. Applications on the node. The plant's SCADA or HMI, a historian, and the plant’s own models: a
torque curve classifier, an electrode wear model, a booth-conditions-to-defect correlation. Each
runs isolated from the others so a model crash cannot take the SCADA with it.

4. A console. One place to see every node, deploy and roll back applications, scope access by role,
and keep an audit trail of who changed what.

5. People. Maintenance gets alarms and work orders. Quality gets the per-VIN record and holds.
Controls gets deployment and rollback.

DATA FLOWS UP, CONTROL STAYS LOCAL

Reference architecture: shop floor to people

Maintenance Quality Controls
People
old ieploy, roll bac
One console
Console
roles, sites, audit trail
SCADA [ HMI Historian Torque model Weld model
Apps on the node .
- weld, paint, :
existing screens torque curve drift electrode wear
Real-time OS Zero-trust network Microsegment
Shop edge node e
3 outoound only, by 6
immutable, rollback identity PLC stays as-is
. Body sho Paint sho Final assembl
Equipment y P B y
weld, robots booth, oven, bells nutrunners, andon

Each layer is replaceable: the PLCs keep their programs, and the apps run as containers or VMs beside the SCADA.

Figure 3. Reference architecture from shop-floor equipment to the people who act on the data. Control stays in
the cells; data moves up through a per-shop edge node.
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Running the models on the same node as the SCADA matters for two reasons. The model sees the data
at line speed with no round trip to a data center, so a suspect rundown can trigger a hold before the

vehicle leaves the station. And there is one stack to patch and secure, instead of a SCADA server, a
separate analytics box, and a cloud gateway.

On EmberNet. EmberNet runs applications as containers or full virtual
machines, orchestrated by k3s, side by side on the same node and
deployed, updated, and rolled back from the EmberCORE console. A
crashed application does not crash the node. Ignition Edge, Node-RED,
InfluxDB, Grafana, MQTT brokers, CODESYS runtimes, and the plant's own
model containers can share one industrial PC, on x86-64 or ARM64
hardware the plant chooses.

Shop by shop: cheap fixes first

Final assembly first

Final assembly is usually the fastest return, because the nutrunner controllers already hold the data
and the VIN is already in the result message. Start here.

1.
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Pick the station that argues most. A seat, suspension, or steering joint with a history of NOKs or
repair-loop traffic is a good choice. Category A joints are the right place to start because the
documentation expectation is already there [7].

. Pull the results off the controller. Many controllers will stream results over Open Protocol or a

vendor equivalent. Write every result, with VIN, tightening ID, and tool serial, into a historian [10].

. Pull the curves. The final torque and angle are only two points. The curve shows the snug point, the

slope through the elastic range, and the rundown angle, which is where cross-threads, missing
washers, and trapped cables show up [9].

. Compare passing curves to failing ones. Before training anything, overlay a week of OK curves

against the NOKs. In many joints the bad ones are visible by eye.

. Add a simple drift check. Score each new curve against the last few hundred OK curves for that

joint and tool. A curve that passes the window but sits far from the population is worth a look.

. Tie it to audits. Residual torque audits with a proper audit wrench, which continues past breakaway

to find where the threads start to move, give the ground truth to check the model against [11].
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FINAL ASSEMBLY

From one rundown to a VIN record

01 02 03 04 05 06

Nutrunner Curve Matched to Model Andon or VIN record
result captured VIN scores it hold
—| *P — — — —

torque,
angle,
status

build
schedule
lookup

kept per
retention
plan

full trace,

drift vs. repair loop
tool ID

last 500 or audit

lllustrative data path. The controller's own OK/NOK decision is unchanged; the model adds a second look at the curve
shape.

Figure 4. lllustrative data path for one rundown, from the nutrunner controller to the VIN record. The
controller's own OK/NOK decision stays in charge.

Two recall reports above cite causes that this data would have exposed: a tool with limited torque
documentation, and a tool out of calibration [5][6]. A curve population that suddenly shifts after a tool
swap or calibration is visible on the first shift it happens.

Body shop next

1. Count welds per dress. Read the weld counter and the dress events from each gun and put them on
one screen. This alone usually shows guns dressed far more or far less often than their neighbors.

2. Trend electrode displacement and resistance per gun. Mathiszik and colleagues show wear
is visible in the existing process data [3]. Trending it per gun turns tip dress timing into a
measured decision.

3. Flag expulsion by gun and station. With expulsion as common as the Metals review reports [4],
knowing which guns run hottest tells the line where fit-up, caps, or schedules need attention, and
tells paint which bodies need extra cleaning.

4. Aim destructive tests. If teardown and ultrasonic checks are sampled anyway, point the samples at
the welds the data flags.
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BODY SHOP

Weld quality: sampling versus per-weld data

Sampling today i Per-weld data at the edge j
| Teardown or chisel test on sample bodies m Current, voltage, force on every weld
Ultrasonic checks on a limited weld set B Resistance and displacement trends per gun
Tip dress interval set by experience W Tip dress triggered by measured wear
Extra welds added as a safety margin B Expulsion flagged by gun and station
| Problems found hours after the weld B Samples aimed at suspect welds

Figure 5. Weld quality practice as described in the Metals 2024 review [4] and the Processes 2021 electrode
wear study [3], against what per-weld data at the edge allows.

Paint shop third

1. Line up booth conditions with defect records. Booth temperature, humidity, and downdraft from the
air house PLC, matched by body ID to the defect marks from the inspection deck. Dirt, craters,
solvent pop, and sags each have a different signature [13].

2. Record the cure window per body. Oven zone temperatures and conveyor speed give the actual
time at temperature for every body, which can be checked against the coating supplier's cure
window [12].

3. Watch the applicators. Bell speed, shaping air, voltage, and flow, per robot and per color, explain a
large share of film build variation.

4. Keep the energy data. The paint shop’s share of plant energy makes air house and oven data useful
to facilities as well as quality [12].
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On EmberNet. EmberRTOS can switch on a real-time kernel. Measured on a
Raspberry Pi 5 running EmberRTOS, with three priority-99 threads and
stress on the housekeeping core, worst-case wake-up latency was 23 us
over a 24-hour soak and 627 million wake-ups, against the roughly 100 to
200 ps industrial control loops need. That headroom lets a virtual PLC and
the data applications share the same node.

Andon and downtime

Last, put the line PLC's stop reasons and andon calls in the same historian. When a shop can see
minutes lost by station next to the weld, paint, or torque data for the same hour, the conversation about
where to spend maintenance time gets shorter. At more than $600 a second in Siemens’ estimate [1],
even a few minutes a shift is worth the effort.

Where these projects go wrong

1. Starting with the dashboard. Teams build a plant-wide screen before they have one station’s data
clean and tied to VIN. Start with one joint or one gun and get the record right.

2. Treating the VIN match as easy. Bodies get pulled, re-sequenced, and repaired. If the build
schedule or AVI read is not the key for every record, the per-VIN history is wrong in exactly the
cases quality cares about.

3. Collecting results and skipping curves. Final torque inside the window does not prove the joint is
good; angle monitoring exists because of the failure modes torque alone misses [9].

4. Trusting the model over the controller. A model that second-guesses an OK rundown should trigger
a look or an audit. The nutrunner controller’s validated strategy stays the authority, and the plant’s
PFMEA decides what a model flag means.

5. Bypassed error-proofing with no record. GM's customer-specific requirements expect error-
proofing devices to be tested to failure or simulated failure at shift start, and expect a list of which
devices can be bypassed, with customer approval for the decision [14]. If the bypass state is not
logged, the plant cannot show it.

6. Opening the plant network to get the data out. A remote access path for a vendor’s analytics or a
cloud gateway with an inbound port is a new way in. Manufacturing has been the most attacked
industry in IBM's X-Force index for four years running, with the most ransomware cases in 2024,
because attackers know the tolerance for downtime is low [18].
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7. Assuming the supplier’'s problem stays at the supplier. In March 2022 a cyberattack on one supplier,
Kojima Industries, stopped 28 lines across 14 Toyota plants in Japan for a day [19]. In 2025 Jaguar
Land Rover halted production for about five weeks after a cyberattack and booked £196 million of
cyber-related costs in one quarter [20].

8. Mixing models into the SCADA server. A model that leaks memory or pins a CPU should not be able
to freeze operator screens. Isolation between applications on the edge node has to be real.

Security and compliance

The plant's quality and cybersecurity programs own compliance. What the architecture can do is make
the required controls easier to implement and to prove.

IATF 16949 and customer-specific requirements

IATF 16949 clause 8.5.2.1 expects a documented traceability plan, based on risk to customers,
consumers, and employees, that lets the organization find the product affected by a quality or safety
nonconformity [15]. Clause 10.2.4 covers error-proofing, and customer-specific requirements add
detail: GM's October 2025 requirements call for shift-start testing of error-proofing devices and a
controlled bypass list [14]. Record retention follows customer specifications, which for GM are set in
GMW15920 [14]. A per-VIN record of torque, weld, and paint data, with error-proofing states and
bypass events in the same store, gives the quality team the evidence; how long it is kept, and who
signs off, stays in the plant's retention plan.

VDI/VDE 2862

For Category A joints, the guideline expects the tightening data to be complete and documented per
component [7][8]. Storing every result and curve with VIN and tool serial is the direct way to meet that
expectation, and it supports the machine capability testing the guideline calls for on the tools [7].

ISA/IEC 62443

ISA/IEC 62443 organizes plant security into zones, groups of assets with the same security
requirements, and conduits, the controlled paths between them, with security levels set by the
sophistication of the expected attacker [16]. It assigns duties to asset owners, integrators, and product
suppliers, and covers the asset owner's security program (62443-2-1), risk assessment and zone
design (62443-3-2), and system security requirements (62443-3-3) [16]. NIST SP 800-82 Rev. 3 gives
complementary guidance for OT, including segmentation and remote access [17].

In practice, each shop or cell becomes a zone. The edge node is the conduit: it is the only path from
the cell's controllers to anything above, it carries only the traffic the applications need, and it
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authenticates every connection. Remote maintenance goes through that same controlled path, with an
audit trail.

On EmberNet. EmberFLUX connects nodes and people by identity over
outbound connections only, on port 443, with no inbound ports opened at
the plant and no VPN to configure; traffic is encrypted, including post-
quantum encryption. EmberRTOS has a firewall built into the OS for
segmentation at the OS layer and patches with automatic rollback. On
September 29, 2026, an engineer in Austin, Texas, downloaded a PLC
application from the CODESYS IDE to a virtual PLC in a container on an
industrial PC in Cleveland, Ohio, over EmberNet, with no VPN and no
inbound port opened; that project is deployed with the client.

A phased rollout

PLAN
Phased rollout

WEEKS 1TO 4 WEEKS 5 TO 10 MONTHS 3 TO 6 MONTHS 6 TO 12 ONGOING
One station First model Shop by shop Act on data Migrate
Read-only data, Runs beside the One console, Holds, tip Failed PLCs to
matched to VIN SCADA role views dress, booth virtual PLCs

alarms

Figure 6. A phased rollout that starts read-only on one station and adds shops, models, and actions as each
step proves out.

1. Weeks 110 4: one station, read-only. One nutrunner station or one weld ling, results and curves into
a historian, matched to VIN. No writes to any controller.

2. Weeks 5 to 10: the first model. A torque curve drift check or an electrode wear trend, running beside

the SCADA on the same node, with its flags reviewed by a controls engineer and a quality engineer
every day.
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3. Months 3 to 6: shop by shop. Add the other shops, one at a time, each as its own zone, all visible in
one console with views scoped by role.

4. Months 6 to 12: act on the data. Turn proven flags into actions the plant has agreed through its
PFMEA: holds to the repair loop, tip dress triggered by measured wear, booth alarms tied to
defect history.

5. Ongoing: progressive migration. When an old PLC fails or goes out of support, its logic can move to
a virtual PLC on the node that is already there, one cell at a time, with no plant-wide cutover.

What to do Monday

Pick the final assembly station your quality team complains about most. Find out whether its nutrunner
controller can stream results and curves, and point a laptop running a free historian at it for one week,
read-only. At the end of the week, overlay the OK curves against the NOKs and pull the VIN list for any
OK rundown that looks like a failure. Then do the same count on one weld gun: welds per dress and
expulsion flags for a week. Write down what you found, what it would have cost if those vehicles had
shipped, and how long it took to get the data. That one page is the business case.

Fireball Industries is EmberNet's master integrator. Fireball designs, builds, and supports this work in
body, paint and final assembly plants: connecting mixed-brand PLCs and tool controllers, standing
up the edge nodes and applications, and keeping them running alongside the plant’s controls and
quality teams.
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